INSIDE THE ULTIMA ONLINE GOLD DEMO
- THE COMMAND LIST - PART 1

It’s our goal to get a deep understanding of how the Ultima Online Gold Demo works. This
demo is a representation of the rule set from the Ultima Online Second Age Era.

There is proof that some people have already reversed this demo partially or as a whole,
however so far no tools or knowledge has been published. This project is to overcome does
shortcomings.

URL’s with some proof for this:
http://www.runuo.com/forums/general-discussion/94767-help—m-files.html
http://azaroth.org/2008/12/31/your—topic/ (posting by Faust)

If we understand the demo there is a big chance we can alter the demo and even create our
own demo. By default mounting horses is not possible in the demo, but what if we can alter
the demo and unlock horses; can we then see how horses behaved during T2A?

This demo is 10 years old and I do not understand no one published his/her work. Maybe that
DMCA thing is in the way?

IDA Pro, a very professional utility, definitely worth buying, Standard version is affordable.
BRAIN, every one has one, use it

I'm just a guy who loves the Ultima universe and knows a bit assembler. Why not combine
the two? © A nice story from my school period; during the dBase IV classes we had to write
some programs as practice. However, | was always the first one to be ready and I got bored
while waiting for the others to finish. So I wrote an arkanoid-like game in dBase [V (with
mouse support ©). When the teacher found out, he couldn’t say much other than “Please
don’t do this during class time.”.



STUMBLING UPON DATA

While browsing through the disassembly of the UoDemo and while stepping through the code
with the debugger I stumbled upon an array which looked like offset data. IDA incorrectly
identified this data as bytes.

.data:
- BBGAGEASR
-data:
-data:
-data:
-data:
-data:
.data:
-data:
-data:
-data:
-data:
-data:
-data:
: 806 B6EBD

-data

.data

-data:
-data:
- BBGAGECH
-data:
-data:
-data:
-data:
.data:
-data:
~data:
-data:
-data:
-data:
.data:
-data:
-data:
-data:
-data:
- BBGAGEDD
ARG aGED
-data:
-data:
-data:
.data:
-data:
-fdata:
-data:
data-

.data

-data
.data

BRGBGEAY

BA6GBGEAD
g5 85EAR
868685EAR
Ba586EAC
BA6BLEAC
HO6B6EBD
HEGBGEBY
BB6GBGERS
BA6BGEBRD
B85 05EBA
B86B6EBB
B85 B6EBC

B85 BGEBE
B86BGEBF

BA&6BGECT
BE5B5EC2
88686EC3
G5 B5ECH
HB6BGECS
BE6GBGECG
BAGBGECTY
BB6B6ECE
BA6BGECD
BEHB5ECA
88685ECH
806 B6ECE
BA6GBOGECD
BOA6BGECE
BB6B6ECF

B@585ED2
808686ED3
BO6B6EDY
BA6GBSEDS
GG BGEDG
BE6BGEDT
BEGBGEDR
ARAOAFNG

dd offset sub_ 48D1CE

off 6B6EAC dd offset alil

dh 3
dh a
db a
db a
dd offset
dd offset
dh 2
db a
db a
db a
db BCEh ;
db 9Eh :
dh 68h ;
dh 5]
db BCCh ;
db 9Eh ;
dbh 68h ;
db a
db 1ah
db 8D2h :
dbh 4Bh ;
db a
db a
db a
db a
db a
db BD8h :
dbh  9Eh :
db 68h ;
db a
dh BDCh ;
dbh  9Eh ;
db 68h ;
db a
dh 9Ch :
db 8D2h :
db 48h ;
db a
dh 3
dh ]

aTk_else_8
sub_4BD1F7

-

& A -

LM

a

o il Pl ]

DATA XREF: sub 4BCF6E+0BTr
llui I ill
“TK_ELSE™



[ started correcting the identification using the data option of IDA, which resulted in the
following:

AR AL EALR L ERLF - CAARE

(BBOGBGEEC dd offset off G6B9ECS

(BEGBGECH dd offset aTk endif_1 ; "TH ENDIF"
:BESO6ECY dd offset  dnitp misc wingflée 2

(BB6BGECE dd @

(BEGB6ECC dd offset all 22 e

(06 B5EDA dd offset aTk while A 7 "TK _WHILE"™
:0868GEDL dd offset sub 4AD29C

(ARGHGEDE dd 3

(BBEGRGERC dd offset aVil @ 2V B s

R

(BB6B6EESG dd offset aTk enduwhile 1

:BE595EELY dd offset sub 4BD2CS
A0ARACER dd 7 |

"TH. _ENDWHILE™

As you can see, lots of interesting stuff is starting to emerge. After my corrections IDA
automatically identified pointers to strings and added comments for them. Also, look at the
fact that IDA identifies pointers to code labeled sub_XXXXXX. Does this mean that the code
for a (scripted) WHILE is available at 0040D29C? Most probably yes. It really looked like I
found a command structure array in memory.

So I used IDA to create a structure from this data:

: 8 | .Cup':,-' Chel+Ins
00666EEC dd offset abort selection alL
:BBABSECH dd offsetsz ., . - ' ; "TK_ENDIF™
Chart ; ; s

- 00SB6ECY dd nEFoet & O CHE 2
GO OGECE dd 8 & Chart DFXI’EFS Frl:ll'ﬁ i
:B06B6ECE dd offset * Aray.. *(PAVE UM, - g
:08606EDE dd offset 90 p. o : “TH_WHEILE™
:0B6BSEDS dd offset ﬁ

:BOSB5EDS dd 3 —_J =
-08605EDC dd offset X Undsfine U ; "wildv
:B0ABAEED dd offset  Synchronize with v : “TH _ENDWHILE™
:GO666EES dd ofFfset —
: 606 66EES dd 2 L Jurp o 1P

Create struck From daka. ..

IDA created a structure for me and I renamed the structure members based on what I saw:

slsfsfsfsfsfsfsl

BBEEBAAA struct 3 struc ; {sizeof=8x18)
GobBBeese UnknownText dd %

fBbBo666: Command dd %

fOeEOees FunctionAddress dd %

gagdeeec UnknownUalue dd %

808808108 struct_3 ends

booBBBE1 B

When you do this at home; if you don’'t know what a certain member is being used for indicate
this in its name. That's why [ named 2 members UnknownText and UnknownValue.



You can now apply this structure to the data and IDA will do the rest:

BO6HGEAT stru 6B6EAC struct 3 <offset aVil, offset aTk else B8, offset sub 4ODIF7, 2>

BBaGBGEAC : DATA XREF: sub_ ABCFSE+anTr
886 B6ERE AT

GB6HGERBE struct_3 <offset off_6@9ECS, offset aTk endif 1, % ; “TH_EHNDIF™
BA6BSEBC offset  initp misc wingflir 2, 6>

BE6G6ECE struct 3 <{offset al_ 22, offset aTk while 8, offset sub 48D29C, 3> : "u"

H8685EDE struct 3 <offset alil_8, offset aTk endwhile 1, offset sub 48D2C5, 2> ; "uvi|i"
BA6B6EEC struct_3 <offset off 689EFC, offset aTk for_ 8, offset sub 48D1B2, 3> ; “"TE _FOR™
BA6BSEFC struct_3 <offset off 609FB8, offset aTk _endfor_ 8, offset sub_ 48D1C3, Y\ ; "TH ENDFOR™
B8686EFC 2>

GB6086F B struct 3 <offset off 689F18, offset aTk continue, offset sub 48D2F2, \

88686F 8¢ 23]

BO686F1C db  28h ; (
B8686F 1D db 9Fh ; N
80686F1E db  6@h ; °
B85 86F1F db a

808686F28 db  2Ch ;
88686F21 db 9Fh ; §
B6506F22 db  6Bh ;

RRARAED2T dh (L]

Then I discovered I made an error. My brain didn’t work well ©.

B85 06E7F B aDPrnot_ﬁ db “oprnot’,8
Sl B ERROR! TK_IF really seems to fit our structure and the rest of the

:B06O6E7E asm_lparen_ 4 db "SH_LPAREH',8 ik
:004B5E82 align & found text. However, we cannot apply the structure fo it since the
remaining data is only 3 DD's. Something does nol compute...

BBGBGESS alprnull 5 db “oprnull”,8
B8686ESC aSm_lbracket 4 db *SH LBRACKET' ,8

1006 86ET list 18 db ‘opelist' @

066 85EAH off_6BGEAB dd offset aTk_if ; DATA XREF: Sub_NOCFSE+221¢

006 06EA : sub_4BCFEE+7alr ...

065 85EA 3 CTH_IF™

806 06EA offset sub_hBD1CE

666 66EA 3

866 66EA offset alil ; DATA XREF: sub_LOCFSE+ABTH

0B686EA L YIe

066 66EB offset aTk_else @ : “TH_ELSE™ -
866 B5EB offset sub_ueD1F7 This will still fit in the structure, our
865 65ER 2 . :
:GB5B5EBC struct 3 <offset off GOOECS, offset aTk endif 1, \ ; "TK ENDIF" structure is 4 DD's
=888 BGEBC offset _ initp misc winxflte 2, B>

1@B8 BOECE struct_3 <offset al_22, offset aTk_while_8, offset sub_48D29C, 3> ; “"u™

;006 BAEDC struct 3 <offset aVil_@, offset aTk_endwhile 1, offset sub_ 46D2C5, 2> ; “wi|i™”
H8GHGEED struct 3 <{offset off _689EFC, offset aTk _for_ 8, offset sub 48D1B2, 3> © "TE FOR™
COB6E6EFC struct_3 <{offset off_689F88, offset aTk_endfor_8, offset sub 48D1C3, %\ ; “TH EHDFOR™
tBBGBSEFD z>

085 B5FBC struct_3 <offset off_609F18, offset aTk_continue, offset sub 46D2F2, \ : “TH CONMTIMUE™
:BBsB5F 8L 2>

:88685F1C db  28h ; {

Now, what happened? I started applying the structure in the middle of a bigger something
(array?). I wouldn’t have encountered this problem if [ had started at off_606EAQ. It’s an
array by the way. All the structures follow each other sequentially in memory.



THE ARRAY

Okay, so if offset 00606EAOQ is the beginning of the array. Where does it end? What is the
size of the array?

To locate the ending I simply scrolled down looking for something that was off:

-data: 8B4 02EDS
~data: 806 6%ES6
~data:Be6a9ERT
-data: BB6GBYPEDSE
-data: 886 00EDD
-data: 686 BPEPA
-data:0B60%ESB
-data: 886 682E9C
-data: 66 G2E2D
~data:Be68%ESE
-data:BB6B9ESF
-data:6BGBPEAD
-data: 886 BFEAT

-data: 686 8%ER2

-data:0B860%ERS
.data:88682EAL
-data: 886 02EAS
~data: 806 6%ERS
~data:Be60EAT
~data:0B6BPERE
-data:8p6BPERYD

-data: 686 BPERA

-data:0B@60%ERDE
.data:88689EAC
-data: 864 62ERD
~data:B8866FEAE
-data: BE6BYEAF
-data:80662EB@
-data: BB6BPEBG
-data:B666%ERS
-data: 98&89EBD
-data:BB6BSECH
-data: 865 89ECE

db 66h ; F
db &1h : A
dh a

db  2Ch : .,
db a

‘db a

db a8

db 88h ; &
db 8p%2h ; +
db  68h :
db a

db a

db a8

db i}

db a

db a

db a

db a

dh a

db a

db a

db a

db L}

db. 8Ch : i
db BD9h : +
db 68h : °
dh a
aTk_if db 'TH_IF',8
align &
auvil db ‘wiji*,8
align 18h
aTk_else B db "TK ELSE'

dd offset unk G97C76

.8

PATA XREF :

.datazoff 686EABTO

You can now calculate the size of the structure assuming it ends at 00609EBO:

These values are in hex!

IN',8
?SCKET" Notepad i - T 1ol x|
if File Ll
(0x6092h0 - 0x606ea0) i 4;04) =]
=1l
Edlt Wiew Help
[ (30?6,
|(" Hex f"Dct = Bin  Radiane Grads
I ™ Hup I_ I— Backspacel CE | C |
8 L N Y R
N 2| N = ) R 0l
T e
O S
1




First step, apply the structure at the beginning:

1BB6B6EAD stru GOGEAD struct 3 <offset aTk if, offset sub 4BD1CE, 3, offset avil>
|- BB6BEEAD ; DATA XREF: sub_ &4BCFGE+22TF

1z BBGRGEAD . sub MBCFGE+7ATE ...

12606 06EAD - MR LF™

1zBBGOGERD db BLOh ;
1:BB6B5EBT db  9Eh
{zBB605EB2 db  6Bh
1:BB606EB3 dh g
1:088686EB4 db BF7h
1:80606EB5 dh BD1h
\zBB&BEERS db  4Bh
1=B860GEET db
1zBBA06ERS db
12006 06EB2 db
12066 06EEA db
12806 06EBR dhb

ER
X 4

W my oW

fal =

oo o

Next step, our calculated array consisted of 3076 DWORD’s, each DWORD being 4 bytes. Our
structure consists of 4 DWORD’s. Therefore to get the number of structures in the array you
have to divide 3076 by 4, the result is 769 or 0x301 (hexadecimal).

With this knowledge we have IDA create an array:

stru 686EAA struct 3 <offset aTk if, offset sub 4BD1CE, 2, offset aVil>
; DATA SREF: sub 4BEF6E+22Tr
; sub RBEFSE+7ATE ...

dh BCBh ; -

dh 9Eh ; X

dh 6Bh ; °

db i)

TR o e i clements) x

dh @D1h ;

g: hﬂl‘; P Aray element width =16

dh Py Ma:-;i!'ﬁa!_ go’ssil:_ile size 769

db P gurrer?ts{ar;a__l,l.ﬂze o 1“ -

db 8 uggested airay size

db 5] =

db 6CBh : Humber of elements ID:-:3D'I| l

Result:

:08686EAB stru ABGEAA striict 3 <offset aTk if, offset sub 4ODICE, 3, offset alil>
(ABGBGEAD ; DATA ¥BEF: sub 4BCFGE+22T¢
(BRGBGERD : Sub BACFAE+7Atr ...

(HEGE6EAN struct 3 <offset aTk _else B, offset sub 48D1F7, 2, offset off GB9EC8> [ T IF™
‘BBGBGEAB struet 3 <offset aTk endif 1, offset  initp mise winxflir 2, 8, \

(BBGeSEAD offset al_15>

(BBSBSEAG struct 3 <offset aTk while B, offset sub 4AD29C, 3, offset aUil @8>

(0BS5S 85EAB struct 3 <offset aTk endwhile 1, offset sub ABD2CS5, 2, A

(BB6BAEAR offset off GBPEFC>

(HBGBGERE struct 3 <offset aTk _for_ 8, offset sub 48D1B2, 3, offset off GO9F B8

(HEGBRGEAS struct 3 <offset aTk_endfor 8, offset sub 48D1C3, 2, X

(BB6BGEAR offset off G6B9F18>
(BBEGBGERE struct 3 <offset aTk continue, offset sub 48D2F2, 2, X\
CBEGBGEAR offset off GAYF28>

(HBGAGEAE struct 3 <offset aTk _break, offset sub 46D31F, 2, offset off 689F38>
(DBSBSERS struct 3 <offset aTk goto B, offset sub 48D3A42, 2, offset avi_ 3>
(BESBGEAR struct 3 <{offset aTk_switch, offset sub 48D22E, 26h, offset auiJ>
(BBSBAEAS struct 3 <offset aTk endswitch B, offset  initp misc winxfltr 3, 8, \
(BRGBGEAD offset all 163>

(BBEGBGEAG struct 3 <offset aTk case 1, offset  initp misc winxflter &, 8, \
‘pBGBsEAB offset all_17>

‘BBSBSEAD struct 3 <offset aTk default, offset  initp misc winzfltr 5, 8, %\
(BBGBGEAD offset all_18>

(BB585ERE struct 3 <offset aTk_return B, offset sub 48D589, 8, offset al 22>

AR BRAROR otearct 2 fnffcot aTlk wotnen 4 nEffcatr cuh hANMTAL > nEfcat alld h%



CLEANING UP - PART 1

Now, what annoys me here is that the array view isn’t that easy to read. Sure, if you look
closely you can see text hidden in it, but that isn’t easy to work with.

Take a look at a DWORD view (by removing the array and marking the data as DD):

~data:@ec8sEELY dd offset sub 4ODAF?
-data:BEGAGERBE dd 2

-data:@0606E8C dd offset off _GB9ECH
.data-@8S85ECH dd offset aTk _endif s “TE_EHDIFE*
-data:@B6B6ECY dd offset  initp misc winwflie 2
.data:BO6BGECE dd @

~data:BO5685ECC dd offset aVl

u

-data:f8686ED0 dd offset aTk_while ; "TK _WHILE"™
-data: 88568560 dd offset sub_ 48D29C

-.data:Be566856ED8 dd 3

~data:d86085EDC dd offset aUil @ “yiiv

.data-A8S85EER dd offset aTk enduhile 8
.data:8686856EEY dd offset sub LADZCS
.data: 886 86EER dd 2

.data:B0606EEC dd offset off G6O9EFC
.data:B06086EFE dd offset aTk_for ; U"THK_FOR™
.data:B8685EFY dd offset sub LADIB2

-data:A@6BGEFE dd 3

-data:@8685EFC dd offset off 609F 88

.data:@85056F80 dd offset aTk_endfor ;: "TE_EHWDFOR*™
-data:80856086F8% dd offset sub LADAC3

.data:f806056F 68 dd 2

.data:B0686FEC dd offset off 609F18

.data:0B86685F108 dd offset aTk continue ; "TK _COMTIMUE
data:88685F 1L dd offset sub LADZF2

-data:@BAGAGF18 dd 2

.data:@86856F4C dd offset off 6B9F28

.data:@885856F28 dd offset aTk_break ; "TK_BREAK™
.data:886086F2% dd offset sub LBDIAF '
.data:B806856F28 dd 2

L.data:@0606F2C dd offset off G6O9F38

“TE_EHDWHILE®

-data-@O6066F30 dd offset aTk_goto_ @ ; U"TE _GOTO*
-data:@as85F3 dd offset sub_ 48D342

-data:ABR5B5F38 dd 2

.data:B88605F5C dd offset ali B Tl
-data:086685F48 dd offset aTk _switch : "TE_SWITCH™
-dataz@as5605F: dd offset sub_ 48D22E

-data:AA505FL8 dd 26h

.data:066685F4C dd offset alid 1 ) N

.data:f8685F50 dd offset aTk _endswitch
-data:oe685F5h dd offset initp misc winxflir 3
-data:BRGBGF5E dd @

-data:@8585F5C dd offset al_@

“THE EMDEWITCH™

u

-dataz@o505F508 dd offset aTk_case “TK_EASE"
-data:886086F6h dd offset initp misec winxflir &

-.data:AA6A5F68 dd 8

~data:Bes6e5F6C dd offset al 1 O T
-data-fos05F7 0 dd offset aTk_default ; "TE _DEFAULT™

AafaeARERECTLH Ad alfLont Tnadn mices aeadnueETRe ¢

I don’t know about you, but I find the above view much more interesting. Even though it
doesn’t show that we are dealing with a structure + array. This situation needs to be solved
somehow.



One way of solving this is to modify all the string variable names into capitals, the red square
[ have already modified, the orange part I didn't do yet, see yourself:

.data:BBGHSEYE alOprnot_6 db ‘eprnot®,8
.data:B8&66E77 align 4

.data:B8686E78 aSm_lparen_4 db °"SM LPAREN',B8
-data:@8506E82 align &

.data:88685E84 aOprnull_5 db “oprnull” .8
.data:B86B6ERC aSm_lbracket_ 4 db °SM LBRACKET' .8
.data:BO6B6E28 alprlist 10 dp_‘onelist' .8
-data:B0606EAD stru_O6B6EABD sfruct_3 <offset aTHLIF, offset sub_4BD1CE, 3, offset auil>
.data:BB6H6EAD : DATA XREF: sub 4UCFGE+22Tr
-data:BBGBSEAB : sub 4OCFGE+7ate ...

.data:B8606EAD struct_3 <{offjyet aTK_ELSE, offset sup L4ODIF7, 2, offset off 6G@9ECE> ; T _IF™
.data:@8606EAD struct_3 <{offfet aTK_ENDIF, offset |initp misc winxfltr 2, 8, \
-data:B88686EAB offset al>
.data:BO666EAS struct 3 {offfet aTK WHILE, offset shib 48D29C, 3, offset alil @8>
Ldata:BE606EAY struct_3 <offfet aTK_ENDWHILE, offsef sub_48D2C5. Z, X\

.data: 0BG BGEAD offjet off_ 6GO9EFC>
.data:BB6HSEAE struct 3 <{offget aTK_FOR, offset sub) 48D1B2, 3, offset off_G6B9F 88>
.data:BE666EAG struct_3 <offfet aTK_EHNDFOR, offset Fub_A8D1C3, 2, offset off GAYF 18>
data:BBGH6EAE struct_3 <offjet aTK_COWTINUE, offsef sub_48D2F2, 2, \

.data:08506EAD offget off G6O9F28>
data:BB686EAH struct 3 <{offget aTK_BREAK, offset shb 48D31F, 2, offset off _6B9F38>
.data:B0686EA8 struct_3 <{offfet aTK_GOTO, offset sup LOD342, 2, offset ali_ B>
.data:B0666EA0 struct 2 {offfet aTK SWITCH, offset fub A48D22E, 26h, offset auil:
.data:B86B6EAD struct 3 {offget aTK_EHDSWITCH, offspt initp misc winxfltr 3, 8, X\
.data:B@acB6EAD offset _al _@>
-data:@B6B6EAD struct_3 <offset| alk_case, offdet _ initp misc winxflir_ 4%, 8, X
-data:BBGHGEAD offset al_1>

-data:@0505EAD struct_3 <offset aTk_default, cffset  initp misc winxfltr 5, 8, \
-data:B86686EARB offset al_2> |

.data:BB606EAY struct_3 <offset| aTk_return, uéfset sub_48D5089, 8, offset al_3>
.data:BOGE6EAG struct 3 {offset| aTk return_ 8, [offset sub 48D365, 2, offset avi 1>
.data: 000 06EAD struct_2 <{offset| aTk_return_1, [offset sub_48D4BD, 56h, offset alc>
Ldata:BBGHSEAE struct_3 <offset aTk_return_2, |offset sub_4B8D3B?, Z1h, offset alo>
data:BEGEGEAE struct_ 3 <offset aTk_return_3, |offset sub_ 48D45%9, 8, offset aUs>
.data:B08666EA0 struct 3 <{offset| alprnull, off:iet sub 4BE392, 14h, offset alil
-data:0O50SEAD struct_3 <offset| aOprplus_5, of fset sub_4BE39A, 15h, \

.data:B6666EAD offset| off_6O9FF@>

.data:BO6B6EAS struct 3 {offset alprminus 5, c¢ffset sub 4BE3AS5, 15h, \
.data:PO6GAEGEAR offset off_ocBadea: |

.data:GE606EAS struct_3 {offset alOprmult_5, oifset sub_ 4BE3BA, 15h, \
.data:BB666EAD offset) off_68aB6C>

.data:BB6E6EAG struct 3 <offset abprdiv 5, ofiset sub 4BE3BG, 15h, offset off 6OARIS>
-data:BO666EAE struct_3 <offset alprand_5, ofiset sub_ 4BE3EB, 15h, offset off_60AB2Z4>
.data:B0505EA0 struct 3 <offset alpror 5, offset sub 4BELB7, 15h, offset off 6B8AG30>
.data:A6605EA0 struct 3 <offset aDprxor 5, offset sub 4BE42E, 15h, offset off 6OAA3C>
.data:BB8686EAB struct_3 <offset alprequiv_5, ¢ffset sub_4BE439, 15h, \

.data:Be686EA offset] off_6OABLE

.data:BOG0GEAD struct 2 <offset alprnequiv 5, offset sub 4BE44B, 15h, X\



And there is yet another problem we have to solve, IDA Pro isn’t perfect. It's interactive and
its interactivity comes in handy now:

struct 3 <offset aTK ELSE, offset sub 48D1F7, 2, offset aVl> ; "TH IF"
struct 3 <offset aTK EHDIF, offset  initp misc winzxfltr 2, 8, \
offset al> -
ctruct 3 <offset aTK WHILE, offset sub 48D29C, 3, uFF5e§iéUi£??>
struct 3 <offset aTK EMDWHILE, offset sub 4BD2CS, 2, \
offset off 6GB9EFC>
struct 3 <offset aTK FOR, offset sub 48D1B2, 3, tset ufF_hﬂgFﬂB>
struct 3 <offset aTK _EHDFOR, offset sub - 4BDC3, 2mpffset off GO9F18>
struct 3 <offset aTK CONTIHUE, offset suh_uﬂnzFZ 2,
offset uFF_ﬁﬂ?FZB)
struct 3 <offset aTK BREAK, offset sub L4BD3I1F, 2, DFFSE%%BEFH@ 38>

=]

struct 3 <offset aTH_GﬂTﬂ, offset sub HBD342, 2, offse Ui 8

struct 3 <offset aTK SWITCH, offset sub uﬂD22E 26h, offiset auid

struct 3 <offset aTK EHDSNITBH offset __1n1Lp_nisc_wlanTW?ji“‘ﬂ %
offset aU_ﬂ)

struct 3 {offset aTk case, offset initp misc winzfltr 4, 8, %
offset al 1>

struct 3 {offset aTk default, offset initp mise winxfltr 5, 8, %
offset al 2>

The red circle is what we will look into next. The orange circles are strings, so I can only
assume that the red circle should also be a readable string! Yes! My brain at work again.

Follow the pointer and look at the red circles, the first red circles I have corrected by telling
IDA Pro that an ASCII string is at that location, the other red circles I still have to correct and
the orange circles are there for comparison with the orange circle above:

.data:80609EEF db a

.data:BB6B9EFA aTK_ENDWHILE db 'TK_EHDWHILE®,@
.data:B06H%EFC off_6B9EFC dd offset unk_697C76
.data:@B6089FA8 aTK_FOR db "TK_FOR',8

-data: 08409 db a

bATA XREF: .data:stru &6B6EABTe
s .data:stru_&osEadlo
DATA XREF: .data:stru_&06EAGTo

e
=
==
=
= .
-
)
o
=t
e

DATH XREF: .dath:stru 606EAOTo
.data:stru_686EABTO

a
=)
o
—
-
-
=
m
=

B

Ldata:gustor e aTH_EMDFOR db °"THK_ENDFOR' 8
.data:806089F16 db (§]
.data: Bﬁ-s' 7 db a

DATA XREF: .data:stru &06EaBTo
: DATA $REF: .data:stru_oc86Eadlo
°F: .data:stru &86EAGTo

.dataBis09F2e uFF:699F28 dd offset unk_697C76 i
DATA XREF: .data:stru &86EAGTo

.data: 08oo% aTK_BREAK db 'TK_BREAK®,8
.data:806689F35 db a

.data:o0609F36 db a

.data:BpGA9F37 db (5]

LO0ata:B060%F2E off_GO9F38 dd offset unk_697C76
.data:BB6HIESC aTK_GOTO dh ‘TK_GOTO", @

-dataf ﬁﬁﬁl?rhh §U1 (5] dh ‘yi’ B
.data: 7 db

.data: 00602 F48 aTH_SWITBH db "THE_SWITCH' ,08
.data:BO669F52 db a

.data:@t db 5]
.data(Be6B9F5A Jauil db vi]j’,0 DATA XREF: .data:stru 606EABTo
.data:dbeeersy db ]

.data:B806E9F5A db B
.data:80669F5B db a
.0atatb060%F5C aTK_ENDSWITCH db °TK_ENDSWITCH® ,8 ; DATA XREF: .data:stru_ &685EagTo
.data:BB6A2F62 db a
.data:80689F6R db a
.data:0066B9F6B db (5]

..u...u

=

o

=

DD
¢

e

fa

=

v

DATA XREF: .data:stru_BB6EADTo
DATA XREF: .data:stru_6B6EAfTo
DATA XREF: .data:stru 686EABTo

W

wr

DATA XREF: .data:stru_606EAGTo

.data:BHGO0EGE aV B: : DATA XREF: .data:stru_6B6EAATo
.data'unicnde 8, <vur.,B

.data-st-L' 5 aTk_case db *THK_CASE',8 ;: DATA XREF: .data:stru 686EaBTo
.data: U 5 - ; DATA XREF: .data:stru_sosEasto
.data'ﬂﬂ.s' 8 unicode 8, <u>,8

.data:B8689F7C aTk_default db *TK_DEFAULT®,8 : DATA XREF: .data:stru_686Ea8To
-data: BBGBQFS? db i}

.data:0eG00FER aVv 2: : DATA XREF: .data:stru_686EAGTO
.data -51 icode B, <u>.0

.data:B0ouYFEC aTk_return db "TK_RETURH' ,8 : DATA XREF: .data:stru 6U6EAETO

.data BBGEOF 06 dh 8



To give you a better idea how it works:

aGetfreehandslot db 'getFreeHandSlot’,@ aGetfreehandslot db ‘getfreeHandSlet® .8
alo_61 db 'io’,8 alo 61 db ‘io',d

db @ db 8

atetyear db ‘getYear',B aGetyear db ‘get¥ear®,B

al: al db "i",@8

unicode 8, <i>,.8 db 8

aGetmonth db ‘getHonth' ,B8 db a

db B dGetmonth db ‘getHonth®,8
db a db a

o2 S BEFORE i B

al _a: db 8 AFTER
unicode 8, <i>,.8 al_17 db 'i',8

aGetweek db ‘getWeek',B db 8

al_1: db a8

unicode B, <i>,8 aGetweek db ‘getWeek' .8
aGetday db ‘getlay’,@ al_ A db 'i",8

db a db a

al_&: db a8

unicode 8, <i>.8 aGetday db ‘getpay’,8
aGethour db 'getHour',8 db -

al 5: 31 § db e

unicode 8, <i>,.8 db 8

aGetminute db ‘getHinute' ,B8 db B

db 5} aGethour db ‘getHour',8

db a al_ 4 db "i",8

al_6: db a

unicode B8, <i>,8 db 8 )
aGetseconds db 'getSeconds',@ aGetminute db ‘getMinute®,B
db 5] db a

al_7: db a8

unicode 8, <i>,8 al 5 db "i",@

alsweapon db ‘isWeapon®,@ db 8

db a db a8

db B aGetseconds db ‘getieconds’,B
db 5] db a

alo 62 db 'io’,® al_6 db "i*,8

dhx @ db a

Now, one thing is certain now, the array we are working on contains a list of supported
operators and built—in functions, therefore [ named that variable GLOBAL_CommandList.
When stepping through the code I can now see access to the structure and this will help in
analyzing the behavior of the Ultima Online Demo.

:B0606EAA GLOBAL Commandlist struct_ 3 <offset aTK_IF, offset sub 48DICE, 3, offset alil’
B06BAERD ;: DATA XREF: sub_ H4BCFEE+22Ty
oG B&EAD ; sub HOCFGE+7aTr ...
tHEGESEAE struct_3 <offset aTK_ELSE, offset sub_L48DAF7?, 2, offset all> ; "TK IF™
:BB6B6EAB struct_3 <offset aTH_ENDIF, offset  initp misc wineflir 2, 8, %
-HBGBSEAY offset al

B0505ERA struct 3 <{offset aTK WHILE, offset sub 48D29C, 3, offset aUil a>
DBB6OAEAE struct 3 <offset aTK_ENDWHILE, offset sub_48D2C5, 2, %

806 B6ERD offset off_ G6B9EFC>

BOABAEAS struct 3 {offset aTK FOR, offset sub 48D1B2, 2, offset aUii>

tHOGHEEADG struct_3 <offset aTK_ENMDFOR, offset sub_48D1C3, 2, offset aul_ 6>
cHE6BGEAD struct_3 <offset aTK_CONTIWUE, offset sub 46D2F2, 2, offset aVl_ 1>
tHB686ENE struct 3 <offset aTK _BREAK, offset sub 48D31F, 2, offset aUl 2>
B8485EAD struct 3 <offset aTK_GOTO, offset sub L4BD342, 2, offset ali_ @>

096 06ERB struct_3 <offset aTK_SUWITCH, offset sub A4BD22E, 26h, offset auiJ>
@B6BAERB struct 3 {offset aTK EHDSWITCH, offset  initp misc winxflte 3, 8, \
“RARAARFAR nFfset all ®>



No words, just screenshots:

-data: BB BGERE

-data:ges85EAD
-data:B8686EAD

-data:pBGAsEAR
-data:BesasEAd
-data:Bo6ea6EAD
-data:BO6BGEAD
-data: 0BG BGEAB
.data:BB6B6EAR
dat GEGEAB
-data:po6B6EAD
-data:boGBsEAD
-data:pEGAGEAB
-data:BB6B6EAD
-data:pBsBSEAD
-data:bBGBGEAB

-data:BB6B6EAD
-data:BB6B6EAB
-data:08686EAD
-data:pesBsSEAD
-data:88686EAD
-data:008686EAD

-data:pB6BSEAD
-data:pa6aGEAR
-data:Bo6H6EAD
-data:08685EAD
.data 806 86EAB

BEaBGEAB
.data:poaBeEAD
-data:oo6esEAD
-data:pesasEAB
-data:BB6eHa6EAD
-data: oo BSEAD
-data:0B6B4EAB
.data:BeoB6EAB

-data:BE6GBSEAD
-data:@B6BSEAR
-data:BO606EAD
-data:Bo60BSEND

-data:BB6B6END
-data:BO6B6EAD
~data:BO6GBGEAD

-data:OB6B6EAD
-data:BB6BSEAD
-data:@B6B6EAD
-data:08606EAD
-data-08505EAD
-data:08686EAD
-data:g8686EA D

-data:Be6cBeEAD
-data:paGcBGEAR
BGBGEAD
-data:Bo606EAD
-data:posesEAD
-data:BO6BSEAR
B6HGEA S
BoE6EAB

-data:BO6BGEAD
-data:BB6GB6EAR
-data:BOGB6EAD
-data:BO6BSEAD
-data:B8685EAR

-data:B0605EAD
-data:B06BSEAD
B686EA R
B6B6EAB
BHB6EAD
-data:BB6BSEAD
-data:@B6B5EAR
-data:B0606EAD
-data:-BBsBsEAR
-data:Ba6BGEAR

-data:po6ceeEARD

asm_lbracket_4 d
alprlist_18 db
GLOBAL_CommandLi

<offset
<offset
<offset
offset
{offset
offset
{offset
{offset
<offset
offset
<offset
{offset
<offset
offset
<offset
offset
<{offset
<offset
<offset
offset
<offset
offset
{offset
offset
<offset
offset
<offset
offset
{offset
<{offset
{offset
offset
<offset
<offset
<{offset
<offset
<offset
<offset
offset
<offset
offset

struct_3
struct_3
struct_3

struct_3

struct_3
struct_3
struct_3

struct_3
struct_3
struct_3

struct_3

struct_3
struct_3
struct_3

struct_3
struct_3
struct_3
struct_3

struct_3
struct_3
struct_3

struct_3
struct_3
struct_3
struct_3
struct_3
struct_3

struct_3

<offset
offset
<offset
offset
<ofFfset
offset
<offset
offset
<offset
offset
<offset
offset
{offset
ofFfset
{offset
ofFfset
<offset
offset
<offset
offset
<offset
offset
Loffset
offset
<offset
offset
<offset
offset
<offset
offset
Loffset
offset
<offset
offset
<offset
offset
<ofFfset
offset
<offset
offset
<offset
<offset
ofFfset
{ofFfset
ofFfset
<offset
offset
<offset

struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3
struct_3

struct_3
struct_3

struct_3
struct_3

struct_3

b *3H_LERAGKET" ,8

‘oprlist’,@

st struct_3 <offset a_ TK_IF, offset sub_48D1CE, 3, offset a
s PATA XREF: sub_hUCF&E+22Tr
;. sub ABCFSE=7aTye ...

_ TK_ELSE, offset sub_48D1F7, 2, offset a_ v i @8>

TH_EHDIF, offset sub 480214, 8, offset a_ v B>

TE_WHILE, offset sub_%8D29C, 3, \

_vii i 1>

TK_ENDWHILE,

v i 1>

5 "TE_IF"

offset sub_4BD2CS, 2, \
TE_FOR, offset sub_46D1B2, 3, offset a_wii
~TH _ENDFOR, offset suh 48p1c3, 2, offset a_ !
TE_CONTIHUE, offset sub 4BD2F2, 2, M\
__u_1__3>
TE_BREAK, offset sub_48D31F, 2, offset a
— TH_ _GOTO, offset unk_. uunsuz 2, offset a
TN_SWITBH, offset suh_hBD22E 26h,
vi j @8>
TE_EHDSWITCH, offset sub_ H8021F,
v__ 1>
TK CASE, offset sub 480224, 8, offset a_ v_ 2>
TH_DEFAULT, offset unk_40D229, 0, offFset a v
TN_RETURN__G, offset unk_ 460589, 8, %\
v &

a
a__
d_
a
a
a
a__ 8>
a_

a__

a

a__

a__

a

a_

a__

a__

a__

a__

a

a_

a__ TN RETURH

a

a

a

a

a

a

a

a

a

a

a

a

a

a

a

a

a

a

a

a__

vi o

v i w>

 vi_ B>
B, A
3

|1, offset unk_48D365, 2, \
01__1)
__TE_RETURM_ 2,
__uc_ B>

— TH_RETURN_ 3,
. wo_ 8>

_ TK_RETURN__ &4,
__vs_ 8>
__oprnull, offset unk_4BE392,
__oprplus, offset unk_4BE39A,
__oprminus, offset unk_4BE3AS,
_ iii 1>

__oprmult, offset unk_ 4BE3B8, 15h, offset a_
__oprdiv, offset unk_4BE3BC, 15h, offset a_
__oprand, offset unk_4BE3E@, 15h, offset a_
__opror, offset unk_4BE4G7, 15h, offset a_ i
__oprxor, offset unk_4BE42E, 15h, offset a
__oprequiv, offset unk_4BE439, 15h, \

_ iii 7>

uprnequiu, offset unk_4BE44B,
8)

offset unk_40D4BD, 56h, %

offset unk_48D3B9, 51h, \

offset unk_48D459, 8, %
ii @8>

iii_ e

14h, offset a__
15h, offset a__
15h,

iii 2>
i@
i
5>
iiT_ 6>

A5h, %
iii_

__getHaxzHP, offset unk_413ED6, 2Ch, \
io_ 48>

getcurFatigue, offset unk_413EF1,
io_ 49>

getMaxFat1gue, offset unk_413FBC, 2Ch, \
io_ 56>

getCurMana, offset unk_413F27, 2Ch, \
io_ 51>

getMaxMana, offset unk_413F42, 2Ch, %
io_ 52>

getCanCarry, offset unk_413F5D, 2Ch, %
io_ 53>
getSklllTDtal
io_ 5u>
getﬂappedSklllTntal
io_ 55>
getNaturalnc
io_ 56>
getHPLEUEI, offset unk_413FAE, 2Ch, \

io_ 57>

getFatlgueLeuel, offset unk_M13FF2, 2Ch, \
__io_ 58>

__getManalevel, offset unk_414836, 2Ch, %

a
a__

a 2Ch, %
a__
a
g
a
a__
a
a__
a
a__
a
a__
a
a__
a
a__
a
a__
a
a
a
a__io_ 59>
a
a
a
a__
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

offset unk_413F78, 2Ch, \

offset unk_413F78, 2Ch, \

offset unk_ 414347, 2Ch,

__setCurHP, offset unk_41487A4, 32h,

- voi_ 19>

__setMaxHP, offset unk_ 414882, 32h, %

voi 28>

handleHealthGaln, offset unk 4148F6, S1h, \
T

__setCurFatigue, offset unk_414128, 32h, \
_woi_ 21>

__setMaxFatigue, offset unk_41416B, 32h, \

_ woi_ 22>

__setfurMana, offset unk_4141A1,
_ wvoi_ 23>

__setMaxiana, offset unk_W141D7, 32h, A\
_woi_ 24>

__setMaturalfC, offset unk_4142EF, 32h, %

_ woi_ 25>

__addHP, offset unk_41428D, 32h, offset a_
__addMana, offset unk_&414263, 32h, \

_ woi_ 27>
__addFatigue,
__voi_ 28>
___doDamageWithWeapon,
__voooi_ 6>
__doDamage, offset unk_4145CH, B4h, \

32h, \

voi_ 263>

offset unk_4142A9, 32h, %

offset unk_41459F, BATh, \

_uid i

@



There is no final word yet since we are just beginning to understand the mysteries of the
GLOBAL_CommandList. The next step is most definitely naming all the functions that are
being called, which will bring us yet one step closer to fully understanding the inner workings
of the Ultima Online demo scripting engine.

While typing this I already have an idea what the strings like “ii”, “voi” and so on mean. This
will be covered in Part 2.

In Part 2, I will also add screenshots of some interesting functions inside this command list.

Enjoy waiting.



