
INSIDE THE ULTIMA ONLINE GOLD DEMO 

  - THE COMMAND LIST – PART 3 
 

GOAL 

 

It’s our goal to get a deep understanding of how the Ultima Online Gold Demo works. This 

demo is a representation of the rule set from the Ultima Online Second Age Era. 

 

There is proof that some people have already reversed this demo partially or as a whole, 

however so far no tools or knowledge has been published.  This project is to overcome does 

shortcomings. 

 

URL’s with some proof for this:  

http://www.runuo.com/forums/general-discussion/94767-help-m-files.html 

http://azaroth.org/2008/12/31/your-topic/ (posting by Faust) 

 

If we understand the demo there is a big chance we can alter the demo and even create our 

own demo. By default mounting horses is not possible in the demo, but what if we can alter 

the demo and unlock horses; can we then see how horses behaved during T2A? 

 

This demo is 10 years old and I do not understand no one published his/her work. Maybe that 

DMCA thing is in the way? 

 

 

UTILITIES USED 

 

IDA Pro, a very professional utility, definitely worth buying, Standard version is affordable. 

BRAIN, it looks ugly on pictures but it’s a beautiful device in the end 

 

 

ABOUT ME 

 

I’m just a guy who loves the Ultima universe and knows a bit assembler.  Why not combine 

the two? ☺  Back in the days, my first virus infection was by the tequila virus.  It didn’t last 

long though, I noticed my C++ programs didn’t start like I expected them to do, so I opened 

my EXEs with Turbo Debugger and I saw in horror my own programs were being messed 

with_  I should still have the infected base image (password protected) somewhere on my 

hard disk (ARJ.EXE).  If you never heard of the tequila virus then go to Google.  It was one of 

the first viruses to use a polymorphic engine.  A difficult term; but do some research please, 

pretty cool stuff in there.  Viruses; everyone hates them but you should study them if you’re 

into reverse code engineering.  Much to be learned, even from old virii!  And when you’re at 

it, also take a look at TBSCAN; it was the first scanner with a new approach to tackle to 

difficulties created by polymorphic viruses and I’ll implement a similar approach for creating a 

universal patcher for the Ultima Online clients. 

 



CONTINUATION 

 

In Part 1 the COMMAND_GlobalList became visible and in Part 2 the parameter passing was 

discovered.  In this 3rd part I’ll show you some interesting things found. 

  

 

FUNCTION CASING 

 

Take a look at this screenshot; it’s in de data area where the function names used by the 

GLOBAL_CommandList are stored: 

 

 
 

Many functions with the same name but only the casing is different.  Does this mean that each 

casing has a different implementation? 



This is a screenshot from the GLOBAL_CommandList itself: 

 

 
 

Even though that the casing is different the underlying function calls are the same!  This can 

mean that the scripting language isn’t case-sensitive. 

 

But, let’s take a look somewhere deeper into the code where the GLOBAL_CommandList is 

being referenced/used: 

 

 
 

The C function used here for string comparison is strcmp and NOT strcmpi (nor stricmp).  

This is important because it does mean that the functions are looked up in the array with 

case-sensitivity.  So, somehow, some functions can be written with different casing, they do 

the same thing but you cannot apply other casing forms other than what OSI prepared. 



RANDOM SCREENSHOTS 

 

In this section I will just put some random screenshots that should waken your interest. 

 

Mounting? 

 



Hints for reversing bank access and equipping/dropping: 

 



These functions return lists of objects, but they are defined void and the list is passed as a 

parameter, remember “c” stands for location: 

 
 

 


