INSIDE THE ULTIMA ONLINE GOLD DEMO
- THE PACKET COMMUNICATION - PART 1

It’s our goal to get a deep understanding of how the Ultima Online Gold Demo works. This
demo is a representation of the rule set from the Ultima Online Second Age Era.

There is proof that some people have already reversed this demo partially or as a whole,
however so far no tools or knowledge has been published. This project is to overcome does
shortcomings.

URL’s with some proof for this:
http://www.runuo.com/forums/general-discussion/94767-help—m-files.html
http://azaroth.org/2008/12/31/your—topic/ (posting by Faust)

If we understand the demo there is a big chance we can alter the demo and even create our
own demo. By default mounting horses is not possible in the demo, but what if we can alter
the demo and unlock horses; can we then see how horses behaved during T2A?

This demo is 10 years old and I do not understand no one published his/her work. Maybe that
DMCA thing is in the way?

IDA Pro, a very professional utility, definitely worth buying, Standard version is affordable.
HxD, a very neat hex editor and above all, it's free
Explorer Suite, it did the job for this project but the tool can be improved

I'm just a guy who loves the Ultima universe and knows a bit assembler. Why not combine
the two? © I really enjoy programming and ['ve done things in many languages. But there is
one language which [ really dislike and I never ever want to use it again, let that monster be
named Java. Not sure why I don’t like it but it must be the first experiences [ had with it, Java
1.0, I remember it being slow and I had no integrated editor for it. First impressions count
and it’s probably my fault that I can’t get over that first experience.



THEORY

If this demo is based on a real server and a real client than the protocol used to send data
between the client and server will be the same. The Ultima Online Protocol has been well
reversed and used to create custom servers and even custom clients
(http://en.wikipedia.org/wiki/Ultima_Online_shard_emulation).

So, if we can find out how the communication is done we could implement a patch to peek at
the data communication and this will prove or disprove that the communication is equal (or
similar) to the already reversed protocol.

It’s important to note that the communication between the official client and the official server
is being encrypted and that the protocol itself has seen some improvements over the years.

HOW TO LOOK

Now, where do you start to find such code? If you open the UoDemo with the Explorer Suite
you can look at the import table, you will find the WSOCKS API is being imported, however
when you run the demo and you use the “netstat” command to look for active sockets you will
find that UoDemo.EXE is not actively using the WinSock API. This suggests that the API is
there because of the original code but that another method is used to send the data between
client and server.

L

Screenshot of UoDemo.exe using Explorer Suite III:
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There are many methods a programmer can use to send data internally. The most logical
choice is by using memory. If threads are used then we should find references to critical
sections. If you don’t know what critical sections are then stop reading now and study first.
I'm serious; every programmer must now what critical sections are.
http://en.wikipedia.org/wiki/Critical_sections




I'm not going to show you how I located the code but it isn’t that hard to find once you know
what to look for. On the following screenshot you can see that the UoDemo supports sending
to a socket and also sending to a memory object. However, the “send” call (at the bottom) is
never reached. Dream question: can we add code that will make it reach this point?

BB47FFBA 55 push ebp

88L7FFO1 BB EC mow ebp, esp

BO47FFB3 83 EC ©C sub esp, BCh

BB47FFB6 B9 4D FA4 mov [ebp+var_C], ecx

0O47FFB9? BB 45 F4 mouv eax, [ebp+uvar_ C]

BB4FFFBC 8B 4B B8 mow ecx, [eax+&]

BO4FFFOF 3B @D 60 16 78 08 cmp ecx, GLOBAL UserSocket

BB4FFF15 75 38 jnz short loc_47FF47

BO47FF17 8B 55 F4 mow edx, [ebp+uar C]

0B47FF1A BB 42 B8 mow eax, [edx+2]

BO47FF1D BB 4D F4 mnoy ecx, [ebp+var C]

BB47FF28 BB 51 18 mov edx, [ecx+ioh]

BB47FF23 2B 58 1C sub edx, [eax+iCh]

BB4TFF26 52 push edx

BOL7FF27 8B 45 F4 mow eax, [ebp+var C]

BO4FFF2A BB 4B B8 mov ecx, [eax+i]

BB47FF2D BB 55 F4 mou edx, [ebp+uar_C]

8847FF38 8B 42 8C mnouy eax, 1

BB47FF33 83 41 1C add eax,

BO47FF36 50 push eax

BB47FF37 BB 8D 5C 16 78 B8 mov ecx, GLOBAL_HMemoryTransfer28 ServerToClient
BO47FF3D E8 FF 72 86 68 call FUNC_HemoryTransfer_ Write

BB4TFFF42 B9 45 FC mow [ebp+VUAR_BytesSent], eax

BO4FFFY4S EB 34 jmp short loc_47FF7B

BPY7FFU7 L ] oo
BO47FFY47

BO47FFL4T loc_47FF47: ; CODE XREF: FUNC Server_ SendData+i5Tj
BOL7FFLY 6A B8 push 8 ; flags
BO47FF49 BB 4D FL4 noy ecx, [ebp+var_C]

BB47FF4C BB 51 68 moy edx, [ecx+i]

BO47FFL4F BB 45 F4 mow eax, [ebp+var_C]

BB4FFF52 8B 48 18 mow ecx, [eax+i8h

BO47FFS5 2B 4A 1C sub ecx, [edz+iCh]

BB4FFF58 51 push BCX ; len
BE47FF59 8B 55 F4 mow edx, [ebp+var_ C]

BO4FFFSC 8B 42 B8 mow eax, [edxz+i]

BO47FFSF BB 4D F4 noy ecx, [ebp+var C]

BB4FFF62 BB 51 BC mov edx, [ecx+0Ch]

BO47FF65 B3 58 1C add edx, [eax+iCh]

0B47FF68 52 push edx ; buf
BOL7FF69 8B 45 FL mow eax, [ebp+uar C]

BO4FFFGC BB 48 08 moy ecx, [eax+f]

BB47FFG6F BB 51 6C moy edx, [ecx+0OCh]

BO4TFF72 52 push edx -
BO47FF73 EB AR C3 67 68 call send

BO4FFF78 89 45 FC noy [ebp+VUAR_BytesSent], eax

To get a deeper understanding we are going to explore the FUNC_MemoryTransfer_Write
and related functions (logic implies you cannot read what has not been written).



The Write function, after analysis, is pretty straightforward:

GB4E7241
GB4E7241
BB4E72141
BB4E7211
BB4YEF2441
AB4EF211
BBLYE72141
BB4E7241
BB4E7241
BB4EF241
BB4E7241
BB4E7241
BB4E7241
GB4E7241
BO4EF242
BO4E724Y
BB4E7 246
BO4E724B
BB4E7251
BB4EF252
BB4EF259
BBAEF25C
BBLEF25F
BB4EF263
BBLYEF 265
BBLYEF267
BBLAEF26C
BBLYEF26C
BB4E726C
HB4EF26C
HO4E726E
BO4EF273
BB4EF276
BO4EF279
GB4E72B0
BO4E72BYL
BB4E728B6
BBLAEF289
BB4EF28A
BB4EF2RD
BBLYEF2RE
BBL4E7291

FUNC_HMemoryTransfer_Write proc near

UAR MemoryTransferB8C 8= dword ptr -28h
THIS MemoryTransferZi= dword ptr —1Ch
UAR HMemoryTransferBC 1= dword ptr -18h
UAR AllocatedMemoryBC= dword ptr —1ih
UAR HMemoryTransferBC 2= dword ptyr -18h
var = dword ptr -B8Ch

UAR_Irrelevant= dword ptr -4
ARG_Bytes= dword ptr 8
ARG_BytesToSend= dword pty BCh

push
mouv
push
push
mouy
push
mow
sub
mou
cmp
jnz
®or

ehp

ebp, esp
BFFFFFFFFRh

offset SEH_LEFZ2iA
eax, large fs:8

eax
large fs:8, esp
esp, T4h

[ebp+THIS MemoryTransfer2@], ecx

[ebp+RRG BytesToSend], @
chort LOCAL GoSendToServer
eax, eax

LOGAL Return |

CODE RREF: FUHC_Server SendData+30Tp
FUNC Client ReceiveAndSendData+13F}p

LOGAL GoSendToServer:

push
call
add
moy
moy
cmp
jz
moy
push
moy
push
moy
call

BCh
T72RYAPAXIRZ
esp, 4

[ebp+VUAR_AllocatediemoryBC], eax

[ebp+VAR_Irrelevant], &
[ebp+UAR_AllocatediemoryBC], 6
short LOCAL _AllocationFailure
eax, [ebp+RRG_BytesToSend]

eax

ecy, [ebp+ARG Bytes]

ecx

ecy, [ebp+UAR AllocatediemoryBC]

FUNC InitHemoryTransferBC

CODE XREF: FUHC_MemoryTransfer Writes221j

operator new{uint)

If zero bytes are being sent, the function returns without doing anything. The data being sent
is placed into another object, which I named MemoryTransferOC.



It’s the second part of the function that is more interesting, the critical section is entered, the
newly created MemoryTransferOC object is added to a linked list and then the critical section
is left.

BOLE72RS MmOy ecx, [ebp+THIS_ MemoryTransfer2a]

BB4E72EE push ecx ; 1pCriticalSection

BB4ET2B9 call ds:EnterCriticalSection

BB4ET72BF Moy edz, [ebp+THIS_MemoryTransfer2a]

BOLE72C2 cmp [edx+struct_MemoryTransfer28.HemoryTransfer8C_LinkedlList], ©

BO4ET2C6 Nz short loc_4EF2DC

BBRE72CE8 mov eax, [ebp+THIS MemoryTransfer2@]

BOLE72CE Moy ecx, [ebp+UAR_MemoryTransferBt_2]

AALET2CE mov [eax+struct MemoryTransfer28.MemoryTransferBC_LinkedList], ecx
BO4YE7ZD1 mou edx, [ebp+THIS HemoryTransfer28]

BBLE72DL MOy eax, [ebp+UAR_MemoryTransferac_2]

BA4ET2DT movw [edx+struct_MemoryTransfer28.HemoryTransferdC FirstInLinkedList], eax
@B4E72DA jmp short loc_4EVZF1

I T S e
BALE72DC

BO4E72DC loc_4E7ZDC: ; GODE XREF: FUMC_HMemoryTransfer_Write+85Tj
BBYE72DC MoV ecx, [ebp+THIS MemoryTransfer2@]

BALE72DF mov edx, [ecx+struct MemoryTransfer28.HemoryTransferB8C_LinkedList]
BBLE7Z2EZ2 MmOy eax, [ebp+UAR_MemoryTransfer8c_2]

BO4E72ES mov [edz+struct_MemoryTransferBC.HextiemoryTransferBC], eax

BOLE72EE mov ec®, [ebp+THIS_MemoryTransfer2a]

BBYE72EE mov eds, [ebp+UAR_MemoryTransferBC_2]

BALE72EE mov [ecx+struct MemoryTransfer28.HemoryTransferBC_LinkedlList], edx
BBLET2F1

BO4E72F1 loc_LE72F1: ; CODE XREF: FUNHC_MemoryTransfer_ Write+99Tj
BOLE72F1 mou eax, [ebp+THIS_MemoryTranster2@]

BALET2FL push eax ; lpCriticalSection

BALET2FS call ds:LeavebriticalSection

BBLE72FE MmOy eax, [ebp+ARG_BytesTolend]

So, let’s take a look inside the MemoryTransferOC constructor. This function, again, is easy
to follow, packet size is stored (ARG_Bytes) and a duplicate of the packet is made and stored
(new+ memcpy). Plus the linked list pointer is set to NULL.

BB4E71BA FUNC_InitHemoryTransferBC proc near ; CODE XREF: FUHC HemoryTransfer Write+581p
BO4E71BO

BO4E71BA THIS HemoryTransfer8C= duword ptr -4

BO4E71BO ARG _Bytes= dword ptr 8 |

BO4E71BO UAR_BytesToCopy= dword ptr BCh

BO4E71BO

BO4E71BB push ebp

BO4E71B1 mov ebp, esp

BB4E71B3 push BCx

BOL4E71B4 mov [ebp+THIS _HemoryTransferB8C], ecx

BO4E71BY mov eax, [ebp+THIS MemoryTransfer8C]

BB4E71BA mov ecx, [ebp+UAR_BytesToCopy]

BO4E71BD mov [eax+struct_MemoryTransfer8C.MemorySize], ecx
BO4E7ICH mov edx, [ebp+THIS _HMemoryTransfer8C]

BO4E71C3 mov eax, [edx+struct HemoryTransferBC.HemorySize]
BB4E7ACH push eax

BB4E71CY call 772@YAPAYIEZ ; operator new{uint}
BO4E71CC add esp, 4

BA4E7ICF mov ecx, [ebp+THIS MemoryTransfer8C]

BB4E71D2 mov [ecx+struct MemoryTransferBC.HemoryBlock], eax
BO4E71DL mov edx, [ebp+THI3_HemoryTransfer8C]

BO4E71DY mov [edx+struct_ MemoryTransferBC.HextHemoryTransfer8C], 8
BB4E7IDE mov eax, [ebp+THIS_ MemoryTransfer8C]

BO4E71E1 mou ecx, [eax+struct_HemoryTransferBC.HemorySize]
BO4E71E4 push PCX ; Size
BO4E7IES mov edx, [ebp+ARG_Bytes]

BO4E71ER push edx 3 Src

BO4E71E? mov eax, [ebp+THI3_HemoryTransferdl]

BO4E7IEC mov ecx, [eax+struct_HemoryTransferBC.HemoryBlock]
BB4E71EE push ecx ; Dst

BALETIEF call _memncpy

BO4E71F4 add esp, 8Ch

BO4E7IF7 mov eax, [ebp+THIS MemoryTransfer8C]

BB4E7IFA mov esp, ebp

BO4E7I1FC pop ebp

BO4EF1FD retn 8
BB4E7F1FD FUHMC_InitHemoryTransferBC endp



The reading of the packets turned out to be a bit more different than writing then. 1 was
expecting to find code that would take the first MemoryTransferOC object and unlink it from
the linked list (inside a critical section). Boy; was [ wrong.

BO4E73BE ; int _ stdcall FUNC_TransferMemory_Read{void =*ARG_DestinationBuffer,int ARG_DestinationBufferHaximumSize)

BB4E730E FUNC_Transferiemory_ Read proc near ; CODE XREF: FUNC_Server_ReceiveData+35Tp
BO4E730E ; FUNC_Client_ReceiveAndSendData+9Blp
BB4E7 3 BE

GB4E730E VAR_MemoryTransferB8C_Deleted= dword ptr -18h
BBL4EFIBE THIS MemoryTransfer2@= dword ptr -1k4h

BB4E7IBE UAR_MemoryTransferBC_ToBelete_ 8= dword ptr -18h
BBL4E73IBE VAR MemoryTransfer8C_ToDelete 1= dword ptr -8Ch
@O4E730E UAR_BytesCopied= dword ptr -8 |
BB4E7Y3BE VAR _MemoryTransfer8C= dword ptr -%

BO4E73BE ARG_DestinationBuffer= dword ptr 8

BO4ETIBE ARG _DestinationBufferMaximumSize= dword ptr OCh

BB4E7 3 BE
BBL4E7IBE push ebp
BB4E73OF mou ebp, esp
BB4E7 311 sub esp, 18h
BB4E7314 mov [ebp+THIS HemoryTransfer2B8], ecx
BB4E7317 mov eax, [ebp+THIS MemoryTransfer2d]
BO4E731A push eax ; IpCriticalSection
BB4ETIMB call ds:EnterCriticalSection
BB4E7321 mov ecx, [ebp+THIS MemoryTransfer28]
BB4E7324 mov edx, [ecx+struct_MemoryTransfer28.HemoryTransfer8C_FirstInLinkedList]
BB4E7327 mov [ebp+VUAR_MemoryTransferBt], edx
BBL4E732A mov [ebp+VUAR_BytesCopied], @
BBYETI3N
o’ IS
BB4EF3ID? LOCAL Return: ; CODE XREF: FUNC_TransferMemory Read+2aTj
BB4EF3DY ; FUNC_Transferiemory Read+3CTj
BBL4EF3ID? mov ecx, [ebp+THIS HMemoryTransfer2d]
BB4E73DC push ecx ; 1pCriticalSection
BBYEFIDD call ds:LeaveCriticalSection
BBL4E7IE3
BB4ETIE3 loc_ 4E73E3:
BBL4E73IE3 mov eax, [ebp+UAR_BytesCopied]
BBL4EFIE6 mov esp, ebp
BB4E73ES pop ebp

BB4ETFIE? retn 8
BB4EF3EY? FUNC_TransferMemory_ Read endp

For clarity sake I split the screenshots in two parts, the first one (seen above) shows the
function entry and exit points. At entry the critical section is entered and at exit the critical

section is left. Basic stuff actually.

Turn to the next page to view the second screenshot displaying the actual code.



BB4E7331 loc_AE7331: ; CODE XREF: FUNC_Transferiemory Read+Co]j

HB4E7331 mov eax, [ebp+THIS HMemoryTransferZi]

BBLE7334 cmp [eax+struct HMemoryTransfer2B.temoryTransferBC FirstInLinkedList], @
BBLET3I38 j=z LOGAL_Return

BBLET33E mow ecx, [ebp+UAR_MemoryTransferBC]

BA4E7341 mouw edx, [ebp+UAR BytesCopied]

GBLET344 add edx, [ecx+struct MemoryTransfer BC . HemorySize]

BOYEF3INT cmp edx, [ebp+ARG_DestinationBufferHaximumSize]

BO4ETINA jge LOCAL_ Heturn

GBLE7350 mow eax, [ebp+UAR_MemoryTransferBC]

BBLET353 movw ecx, [eax+struct_HemoryTransfer BC .HMemorySize]

BB4EF3I56 push ecx ; Size

BBLE7357 mou edx, [ebp+UAR_ MemoryTransferBi]

BOLE735A mov eax, [edx+struct_MemoryTransferBC.MemoryBlock]

BBLE735C push Pax T Bre

BB4EFISD mou ecx, [ebp+ARG DestinationBuffer]

BBLE7368 push BCH ; Dst

BA4EF361 call _mencpy

BB4E7366 add esp, BCh

BALE7369 mou edx, [ebp+UAR MemoryTransterBi]

BA4EF36C mov eax, [ebp+ARG_DestinationBuffer]

BBLE736F add eax, [edx+struct HemoryTransfer BC .HMemorySize]

BO4EFIFZ mou [ebp+ARG DestinationBuffer], eax

BBLET375 mow ecx, [ebp+UAR_MemoryTransferBC]

BBLE737E movw edx, [ebp+VUAR_BytesCopied]

BB4E737B add edx, [ecx+struct HemoryTransfer 8C.HMemorySize]

BBLE737YE mow [ebp+UAR_BytesCopied], edx

BB4E7381 mow eax, [ebp+THIS_MemoryTransfer2@]

BB4E7384 movw ecx, [eax+struct HemoryTransfer28.MemoryTransferdC FirstInLinkedList]
BALE7387 mou edx, [ebp+THIS HMemoryTransfer2@]

BBLET38A mow eax, [ecx+struct_HMemoryTransferBC.HextMemoryTransfer BC]

BBLE738D mow [edx+struct_HemoryTransfer28.HemoryTransfer8C_FirstInLinkedList], eax
BB4E7398 mou ecy, [ebp+THIS HemoryTransferzZg]

BBLET393 cmp [ecx+struct_HemoryTransfer28.HemoryTransfer 8C_FirstInLinkedlList], &
BB4EF397 jnz short loc_A4E73A3

BA4E7399 mov edx, [ebp+THIS HMemoryTransterZ@]

BBLET39C mow [edx+struct_HemoryTransfer28.HemoryTransfer 8C_LinkedlList], ©

BA4EF3IA3

BBLE73A2 loc L4E73A3: ; CODE XREF: FUMC TransferMemory Read+89Tj
BBLE73A3 mouw eax, [ebp+UAR MemoryTransferBi]

BBLE73A6 mow [ebp+UAR_MemoryTransferBC_ToDelete_ 8], eax

BBLE73A? movw ecx, [ebp+UAR_MemoryTransferBC_ToDelete 8]

BB4E73AC mouw [ebp+UAR_MemoryTransfer8C ToDelete 1], ecx

GBLE73AF cmp [ebp+UAR_MemoryTtansfer8C_ToDelete 1], 8

BBLETIBI jz short loc_A4E73Ch

BB4E73BS push 1

HOLE73B7 mouw ecy, [ebp+UAR_HMemoryTransfer8C ToDelete 1]

BBLE73BA call FUHC_DeInitHemoryTransfer 8C

BBLE73BF mow [ebp+UAR MemoryTransfer8C Deleted], eax

BO4EFICZ jmp short loc 4E73CB

BBUETACYH ; ——————— e
BA4EF3ICY

BB4E73CY4 loc 4E73Ch4: ; CODE XREF: FUMEC TransferHemory Read=A5STj
GBLE73C4 mow [ebp+UAR_MemoryTransfer8C_Deleted], @

BA4EF3ICHE

BBLE73CE loc A4E73CB: ; CODE XREF: FUMC Transferlemory Read+B4Tj
BBLE73CE mouw edx, [ebp+THIS HemoryTransfer2g]

BBLET3CE mow eax, [edx+struct_HemoryTransfer28.MemoryTransferBC_FirstInlLinkedList]
BBLE73D1 movw [ebp+UAR_MemoryTransferBC], eax

@B4ET3DLY jmp loc_ 4E7331

B B o e S S s
BALEF3DY

BBLE73D9 LOCAL Return: ; CODE XREF: FUNC TransferMemory Read+2atj
BALEY3DY ; FUHGC TransferMemory Read+3CTj

What going on is: the function is called with an address of a target buffer and a size of that
target buffer. Than as long as there is room inside that target buffer, the packets are copied
to the target buffer and removed from the linked list (and the MemoryTransferOC object is
deleted).



CONCLUSION

Basically:
 the TransferMemory_Write function writes packet per packet
 the TransferMemory_Read function reads as many packets as possible

THE STRUCTURES INVOLVED

If you are going to do this yourself in IDA Pro, which I encourage, here are the structures I
unraveled:

BEHHERRY ¢ T r s rr s s T s
hRnoaBAED

g8888588 struct_MemoryTransfer8C struc ; {sizeof=8xL)
G664664669 MemoryBlock dd 7 : offset
BOBB8E8L HMemorySize dd 7 ; bhase 18
faaaaa8s HedtMemorylTransfer8C dd 2 ; offset

gogogeet struct_MemoryTransfer8C ends

pogopeec

ggeepE®8 ; ——"fF7°7°-- -—H—"7"H"1"1-"-"H"""""“"“"""""""—
bpebasen

g868688598 struct_MemoryTransfer28 struc ; (sizeof=8x28)
GO606668 TheCriticalSection _RTL_CRITICAL_SECTION ¥
500886818 MemoryTransferB8C FirstInLinkedlList dd ? ; offset
B8AARRIC MemoryTransferB8C Linkedlist dd 2 ; offset
B0B00e208 struct_MemoryTransferZ2@ ends

poenoeza



During initialization the demo initializes two Memyd ransfer20 objects, one for
communication from the Client to the Server, anotre for communication from the Server
to the Client.

00468863 loc_A468863: ; CODE XREF: FUHC_Hain ServerSide+67Tj
88468863 1ea BCx, [ebp+uar 64C)

00468069 call FUNC_CheckIfUltimaOnlinelsInstalledCorrectly

0046BB5E mouw dword_S8BCE228, 7FEEEEETH

08468878 push 2860 ; *

BB46867A call FI2EVAPANIESZ ; operator new{uint}

0B46B087F add esp, &

804686882 mov [ebp+UAR Allocatediemory?2B 1], eax

80468888 mov [ebp+UAR Irrelevant], &

B846888F cmp [ebp+UAR_AllocatedHemory28 1], @

BO46B A6 jz short loc_468OAB

80468098 mov ecx, [ebp+VAR_AllocatediemoryZB 1]

80468 89E call FUHC_InitMemoryTransfer2d

B04688A3 mov [ebp+UAR_HMemoryTransfer28_1_8], eax

804680A9 jmp short loc_ 468085

B G AR B e el
0846808AB

084680AB loc_ 4GBBAB: ; CODE XREF: FUHMC Hain ServerSide+AdTj
80468 BAB mov [ebp+UAR MemoryTransfer2d 1 8], 6

08468 8B5S

084688B5 loc_ 4GBABS: ; CODE XREF: FUHC Hain ServerSide+B9Tj
88468885 mov eax, [ebp+UAR_MemoryTransfer2B 1 8]

80468 BBE mow [ebp+UAR_MemoryTransfer2®_ 1 1], eax

804688C1 mow [ebp+UAR_Irrelevant], BFFFFFFFFh

004688C8 mov  ecx. [ehn+UAR HMemnenleanseev2f 1 1]

80468 ACE=H0Y_ GLOBAL_MemoryTransfer2B _ServerToClient, ecx.
80468604 push 200 % » - —

L)
L

80468606 call TTZEYAPANIEZ ; operator new{uint}

084680DB add esp, &

80468 BDE mov [ebp+UAR_Allocatediemory2B 2], eax

80468 BE4 mov [ebp+VAR_Irrelevant],

80468 BEB cmp [ebp+UAR AllocatedHemory2B 27, 6

8846808F2 jz short loc_ 468187

BB468BF4 mov ecx, [ebp+UAR AllocatedHemoryz2B 2]

B04688BFA call FUNC_InitMemoryTransfer2d

B04680FF mov [ebp+UAR_MemoryTransfer2B 2 B8], eax

0468105 jmp short loc_ 468111 |

BONGHINE § S e R e e e e
08468187

8a468107 loc_A46B187: ; CODE XREF: FUNHC_Hain_ ServersSide+1821j
88468107 mov [ebp+VAR_MemoryTranster2d 2 8], ©

aau68111

88468111 loc_A468111: : CODE ZREF: FUHC_Main_ServerSide+115Tj
80468111 mou edx, [ebp+UAR_HMemoryTransfer2d 2 @]

80468117 mou [ebp+UAR_MemoryTransfer2@ 2 1], ed:

88468110 mou [ebp+UAR_Irvrelevant], OFFFEFEFFh

08468124 mov _eax, lebn+UAB MemotnTeansfer?f 2 11

AO46812A<sm0 _ GLOBAL HMemoryTransfer?8 ClientToServer, eax

0046812F |push 0FFSBT armicialiizinmg —r—{hitializing..."

80468134 |call sub_L4DBGEG

804681390 |add esp, &

8846813C |push BFFFFFFEFFR ; 1Param

BB46813E (call FUHC_UpdateLoadingPercentage

68468143 |add esp, 4

Using IDA Pro’s cross reference function you candfout where the objects are used.

This concludes part 1. Really; do this cross esfee stuff yoursel® or wait for future
“Inside The Ultima Online Demo” publishes.



