INSIDE THE ULTIMA ONLINE GOLD DEMO
- UODEMO.DAT

It’s our goal to get a deep understanding of how the Ultima Online Gold Demo works. This
demo is a representation of the rule set from the Ultima Online Second Age Era.

There is proof that some people have already reversed this demo partially or as a whole,
however so far no tools or knowledge has been published. This project is to overcome those
shortcomings.

URL’s with some proof for this:
http://www.runuo.com/forums/general-discussion/94767-help—m-files.html
http://azaroth.org/2008/12/31/your—topic/ (posting by Faust)

If we understand the demo there is a big chance we can alter the demo and even create our
own demo. By default mounting horses is not possible in the demo, but what if we can alter
the demo and unlock horses; can we then see how horses behaved during T2A?

This demo is 10 years old and I do not understand no one published his/her work. Maybe that
DMCA thing is in the way?

IDA Pro, a very professional utility, definitely worth buying, Standard version is affordable.
HxD, a very neat hex editor and above all, it's free

I'm just a guy who loves the Ultima universe and knows a bit assembler. Why not combine
the two? © I've been into computer starting from age twelve, and Ultima VII was the first
game | bought myself. Oh yeah, I've been programming since my 13 and I started with
assembler at age 15.



For the demo to work you must first install the Ultima Online Gold Client and then install the
demo. The demo requires the client to be installed and it doesn’t like newer clients, so my
suggestion is: install the UO client & demo inside a virtual machine. How to do this is beyond
the scope of this document and is left as an exercise for the reader.

Download the T2A era client from here: http://www.uosecondage.com/downloads.aspx, but do
not install the accompanied patch!

After installing the demo you will see 3 files, 2 files of them being important:

I Size I Tvpe
. ZKE ISUFile
11.023 KB DAT File
@ LaDerno, exe 2,890 KB Application

Opening UODEMO.EXE is promising, it contains many readable strings thus OSI did not use
encryption to protect their demo. However, UODEMO.DAT, contains 100% binary and
therefore we can be sure it's compressed and/or encrypted somehow.
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Let’s not forget that the demo requires the client to be installed, that's because the graphics
and sound are being loaded from the client itself.

We load IDA and tell it to disassemble the demo executable.

|- text:ooue9u72

EeRtiOBNEONT2 ; =============== S U B R O UTIHE ===============ccc=m=cccccmmaaaaaaa=aax

text: 00469472

text:A0u69472 ; Attributes: bp-based frame

text: 00469472

.text:@0469472 ; int _ stdcall WinMain({HINSTANCE hInstance ,HINSTANCE hPrevInstance,LPSTR 1lpCmdLine,int nSh

text:A0469472 WinHainB16 proc near ; CODE XREF: start+14Dlp
-text:ABu69472

-text: 08469472 var_1C = dword ptr -1Ch

-text:AB46PL4F2 var_ 18 = dword ptr -1Bh

-text: 00469472 var_ 14 = dword ptr -1kh

bext: 00469472 var_18 = dword ptr -18h

-text:@B469472 var G = dword ptr -6Ch

-text: 00469472 var 4 = dword ptr -4

text: 084692472 hlnstance = dword ptr 8

-text: 00469472 hPrevinstance = dword ptr BCh

.text: 80469472 1pCmdLine = dword ptr 18h

-text:AB469472 nShowCnd = dword ptr 1&%h

-text:A0469472

text: 00460472 push ebp

~text:pO46947I mnov ebp, esp

.text:AB4694T7S push BFFFFFFFFh

text:08469477 push offset WinMain@16_SEH

-text: 00460470 mow eax, large fs:@

-text: 08469482 push eax

-text:AB4694B3 mov large fs:8, esp

-text: 08469480 sub esp, 18h

_text:8046948D push 18h ; unsigned int
-text:BO469UBF call T22EVAPARIEZ ; operator new(uint)
-text: 08460404 add esp, 4

text: 08469407 mow [ebp+var_14], eax

-text: 084602400 mov [ebp+var_4], 8

-text:084694A1 cmp [ebptuar_14], @

-text:AB4G69UAS jz short loc_4694BY4
.text:084694A7 mnov ecx, [ebp+var 14]

1] |

LARE

I000E8872  [00469472; WinMaini:, k1



Let’s start with looking for this UODEMO.DAT, we want to know where and how it loads.

STEP 1: open the list with labels and search for UODEMO

[ Chioose a name. loj x|
Mame | .-’-'A.ddressl F'.:I :l
A awh_4 00E27410
i a undidrt 0 00B27414
Al aRb3 00527420
A a wndi D 00827430
A aFesregions txt N0RZ743C
A aF_18 O0BZ744C

fiocerthe seorch substring

¢ |_||Z|[:|EI-.-1|Z| |

f

f .

¢ (] Cancel

[ T ) TEZ7EZT

A a@@E @EEm D0E27628

A allodemo dat O0E27F30 iy

Aaqn Q0B27FAC

fian D0BZ7745

A aSqrt O06278ED

A als 006278E8

A a5z 0 006278EC
! (=} N LR e [ [ e e T .ﬂ

0k Cancel Help | ‘Search I
[Line 10818 of 13365 .
STEP 2: go to the label and follow the XREF
~UdLd . UMUULL F £T uy weoin ., -
* .data:@@6277308 ; char alodemo_dat[ ]
.data:@B627738 alodemo_dat db ‘uodemo.dat’,B : DATA XREF: sub 4E519A:1loc BES3DET0

* .data:BB862773B align &4

* .data:8862773C a_q_0 db *.q',8 : DATA XREF: .text:AO%E5CG6BTo

* .data:pe62773F align 16h

STEP 3: analyze what the code does, use the built—-in debugger

~.TEXTIUB4ESSUH mp SNOFT 10C_4E53UE
b AL L L e e e e et ettt ot o o s et
-text:BB4ES3DC

-text:@B4ES3DC loc_ L4ES3DC: : CODE XREF: sub_ A4E519A+17BT]
* .text:884E53DC XOF ebp, ebp
-text:I0B4ES3DE
-text:PB4ES3DE loc_ A4ES3DE: ; CODE XREF: sub_3E519A+240Tj
* .text:BB4ES3DE push offset alodemo_dat ; “uodemo.dat”
* _text:004E53E3 nou ecx, ebp
* _text:884E53ES mnouv [esp+2Ch+var_&], BFFFFFFFFh
* .text:884ES3ED nov dword_781648, ebp
*.text:BB4ESIF3 call sub_4E2780
* .text:BB4ES3IFS nov ecx, [esp+28h+var_C]
* .text:B@B4ES3FC pop edi
* .text:BB4ES3FD pop esi
* _text:884ES53FE pop ebp
* .text:884ES3FF mov large fs:8, ecx
* . text:B84ESLBS pop ebx
* .text:BB4ESLOT add esp, 18h
* .text:AB4ESLBN retn

text:BB4ES540A sub_ LES19A endp



This is a screenshot of the analyzed section:

= LEAL . HUSCIIUL

text:BBALESIDC LﬁBEL“ﬂllﬂcatéEEEfflu&aﬁﬂﬁiﬁﬂﬂﬂgj:::n--j GCODE XREF: FUHC Init UDDEHMODAT+17BTj
* .text:@A4E53DC X0r ebp, eb :
- EBP is zeroed

-text:BB4ES3DE

~textBOLESIDE LABEL LoadDEMOUODATandReturn: ; CODE XREF: FUNG Init UODEHODAT+24aTj
* .text:@A4E53DE pushe—affcot_allodemo_dat ; "uvodemo.dat™
* .text:BBAES3E3 “mou. ecx, ebp.
* .text:@A4E53ES moy [esp+2Ch+UAR Something], BFFFFFFFFh
® .text:@A4ES3ED mow GLOBAL_Class UODEHODAT, ebp
* .text:BA4E53F3 call FUHB_MainﬂpenUﬂDEMDDHT
* .text:BB4ES3FS mov ecx, [esp+28h+uar C]
* .text:@B4ES3FC pop edi
* .text:@O4ES3FD pop esi
* .text:@O4ES3FE pop ebp
* .text:OB4ES3FF moy large fs:8, ecx
* .text:0O4ESHA6 pop ebx
¢ .text:@O4ESHEF add esp, 18h
* .text:084ES40BA retn

.text:@O4ES40A FUNC_Init UODEMODAT endp
If you look well there is a possible crash!

If the code reaches LABEL_AllocationFailureUODEMODAT the EBP is zeroed, nothing wrong
with that, but then EBP is stored in ECX. This is a standard (old) compiler mechanism; ECX
stores the content of the this—pointer for those who know C++. From this you can derive
that FUNC_MainOpenUODEMODAT is a class function.

Let’s look at FUNC_MainOpenUODEMODAT:

-text:0B4E27E0
-text:BB4EZ788 FUNC_MainOpenUODEHODAT proc near ; CODE ¥REF: FUNC_Init_UODEMODAT+25%9]p
-text:OB4E2780

texXtIAO4EZ7EA CLASS VODEMODAT = dword ptr -4
-text:BB4E2788 Filename = dword ptr 8
-text:OBLEZ7EA
* .text:BBLMEZ7BA push ebp
* _text:-084E2781 mou ebp, esp
* .text:-004E2783 push ecx
* _text:BB4E2T7BY mou [ebp+CLASS UODEHODAT], ecx
* .text:OB4E2787 moy hp ADEMODAT]
* .text:OO4E278A cmp g
* L text:@BME2791 jz E =7 z -
* . text:@B4E2793 nov ecx, [ebp+cLass vopemopat] Potential Crash
* .text:@B4E2796 mov edx, [ecx+iidh]
* .text:@B4E270C push edx
* .text:@B4E279D mow ecx, [ebp+CLASS UODEMODAT]
* _text:BB4E27AB call sub_ LE290GC

_teut - ARLF27A5

You notice that ECX is stored in [ebp+ CLASS_UODEMODAT] and then that value is stored
back in EAX. Very silly code? Yes it is, this tells us that the compiler used is really old and
you should be amazed how compiler technology has improved. A modern C+ + -compiler with
optimizations enabled will never ever create such redundant code.

About the possible crash: “cmp dword ptr [eax+ 118h]” -> if EBP was zeroed, ECX will be
zero, [ebp+ CLASS_UODEMODAT] will be zero and [eax+ 118h] will refer to [0+ 118h] and
that is an illegal address under win32 bit. Access Violation guaranteed!



Back, to the task at and, let us view the whole function:

BA4E2788 FUHC_HainOpenUODEMODAT proc near ; CODE XREF: FUNC_Init UODEMODAT+259)p
BO4E2788

BOLE2780 CLASS UODEMHODAT = dword ptr -4

BO4E2788 Filename = dword ptr &

BB4E2788

BB4E2780 push ebp

BB4E2781 mov ebp, esp

ABLE2783 push BCX

BOLE27 8L

BOME2787F

BOLE278A

BOLE2791

BB4E2793 moyv ecx, [ehp+anSS UODEMODAT ]

BBLE2726 mou eds, [ecx+118h]

BB4E279C push edx

BB4E279D mou ecx, [ebp+CLASES_UODEMODAT ]

BO4E27AB call sub. 4E2995

BO4E27AS

BBLE27AS loc ME27AS5: DE XREF: FUHC_fainOpenUDDEMODAT+111j
BOLE27AS [ebp+CLASS _UDDEHOD

BB4E27 A8 11Ch

BALE27AE sub_

BOLE27E3 mou eax, [ebp+CLASS _UODEWODAT]

BA4E27B6 mou dword ptr [eax+ECD2ZECH], @

BB4E27CA push offset aRb. 48 ; UrbT

BO4E27C5 mou ecx, [ebp+Filename]

BB4E27CE push ecx ; Filename

BOYEZTCD call fopen

BB4E27CE add _FERDK.E —

BO4E27D1 e edx, [ehp+anSS UDDEMUDHTI-M?

664E27DA WM. [efx+i408]  pay el

BB4E27DA eax, [ebp+CLASS WODEMODAT

BOLE27DD dword ptr i £

BOMEZ27EL jnz _Upen

BBLEZ7EG xor eax, eax

BOLE27EB jmp short LABEL OpenUODEMODAT Return

B Bl e e e e e e e e e e e e e e e e e e e e e e e e e s
BBME27ER

BOLE27EA LABEL OpenUODDEMDDAT_OK: ; CODE XREF: FUNC_MainOpenUODEHODAT+64T
BB4E27ER moy ecx, [ebp+CLASS UODDEMODAT]

BN EDFEPT S une LuaduuDEMﬂDﬁTFneNameLlst_
BOLYEZTF2 mou eax,

BB4E2FFF

BO4E27FF LABEL OpenUODEMDDAT_Return: ; CODE XREF: FUNC_MainOpenUODEMDDAT+68T
BBL4E27F7 mou esp, ebp

BB4E27F9 pop ebp

BOLE27FA retn i

BA4E27FA FUHC_HainOpenUODEMODAT endp

> [DO4EZ7ED: FUNC_ManOpen JODEMODAT 6D
There are some things going on which [ didn’t analyze 100% vyet.

You notice that at 004E27D1 (in orange) the returned file handle is stored in
[CLASS_UODEMODAT+ 118h]. That means the code at 004E2791 will only be executed
when this function is called and the file handle is non-zero. The file handle will only be non-
zero when the function has been called before. However, the XREFs teach us that this is not
the case in this demo!?

LABEL_OpenUODEMODAT_OK is called when the file was opened correctly. Please know
that UODEMO.DAT is opened by fopen and fopen does not support file sharing. Look up your
C documentation please. ©



The following screenshot is inside this FUNC_LoadUODEMODATFileNameList (see the red
line on the previous one)
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UUYCLDLY
B084E2B29
B084E2B29
B04E2B2E
BO04E2B38
BO4E2B36
BB4E2B3C
B84E2BYL2
BO4E2B43
BO4E2BLS
BOBLE2BLA
B084E2BS 8
B84E2B51
BO4E2BS6
BO4E2BLO
B084E2BSE
B04E2B61
BO4E2B62
BO4E2B67
B084E2B6A
BB4E2B7 8
BO4E2B76
BO4E2B7E
B84E2B8B1
BOB4E2BB7
BO04E2B8BD
BO4E2BBE
B04E2BOY
B84E2BOS
B084E2B2A
BO4E2BYD
BO4E2BOF
B084E2BA1
BB4E2BAG

loc_ 4E2B29:

mov
test
jz
mov
mov
push
push
push
lea
push
call
add
push
lea
push
call
add
mov
mov
add
nov
mov
nov
push
lea
push
call
add
test
jnz
imp

; CODE XREF: FUNC_LoadUODEMODATFileNameList+1F6)j
eax,
eax, eax
LABEL_RestoreFilePointerAndReturn
ec®, [ebp+5tr2]
edx, [ecx+118h]
edx ; File

; Count

h ; ElementSize
eax, [ebp+UAR_TemponaryBuffer]
eax ; DstBuf
_locked_fread
esp, 16h
23h s H
ecx, [ebp+UAR_TemponaryBuffer]
ecx
FUNC_DeXDRDatalrStg2
esp, 8
edx, [ebp+5tr2]
eax, [edx+GCD27E
eax, 11
BCH, str2]
[ecx+ Bh], eax
edx, [ebp+5tr2]
edx Fiate v
eax, [ebp+UAR_TemponaryBuffer]
eax e |
_strcmp
esp, 8
eax, eax
short loc_L4E2BAG
LABEL_RestoreFilePointerAndReturn

1181

Important things to learn from this screenshot:
Data is read into a buffer of Ox118 bytes at VAR_TemponaryBuffer.
Data is XORed (the parameter 0x23 equals Ox118 / 4 / 2).
The function stops when VAR_Temponary is equal to Str2.
Str2 is not shown on the screenshot, but its content is “@@@.@@@".



The next obvious step is to go analyze the FUNC_DeXORDataOrStg2:

-text:0B4E4F 82

-text:8B84E4F B2 loc 4ELFB2: ; CODE XREF: FUHC_DeXORDataOrStg2+a3)j
.text:B84EAF B2 cmp edi, ebp

.text:00L4LELF BY jge short loc_LE4F6A

-text:@B4ELF B6 nov eax, [esp+28h+var_18]

-text:08%ELF BA add eax, 1@1@1@th

-text :084E4F BF cmp eax, 1oigioih

text:0OLELF1Y nov [esp+Z2Bh+var_18], eax

-text:BB4E4F18 jnb short loc_4E4F1F

-text:BB4ELF1A inc eax

-text:0B4E4F1B nov [esp+2Bh+var_ 18], eax

-text:084E4F1F

-text:@04E4F1F loc_ 4E4F1F: ; CODE XREF: FUNC_DeXORData0rsStg2+537Tj
.text:@B4E4F1F nov eax, [esp+2Bh+var_C]

~text:BALELNF23 add eax, 1818184h

.text:004E4F28 cmp eax, 18181684h

text:OO4ELF2D nov [esp+Z2Bh+var_C], eax

text:@B4ELF31 jnb short loc_HE4F38

-text :BB4ELF33 inc eax

text:0B4EL4F3L nov [esp+2Bh+var_C], eax

-text:OO4ELF38

And this is were at all became interesting, I'm not going to copy/paste the whole algorithm
here, but the values Ox1010101 and Ox1010104 I found so weird and interesting that I used
google to look them up. Ireached a Russian forum that contained the source code of the
GOST cipher. That source code fitted into this main loop directly!

f% The eonstants for addition */
fodefine €1 Ox01010104
fodefine CZ 0Ox01010101

woid
gostofh iword3d2 const *in, wordid *Tout, int len,
wordlid const iwv[id] . worddd const key[8])

wordizd temn[z2]: S Couhter */
wordid camms[2] SEooutpurt XOR sralues #/

AF Compute starting wralus for counter */
gostorypt (iv, temp, ‘kevl:

while (len--=) 1
temp[0] 4= C2:
if (temp[0] < C2) S Wrap modulo 20327 #/
temn [O] ++: S Make it modulo 2%32-1 %/
temp[1l] += C1:
if (temp[l] < C1) S Wrap modulo 20327 #/
temn[1] ++: S Make it modulo 2%32-1 %/

gostorvpt (Temp, oatns, kKewv):

Tout++ = Fint+ v gasmna[0]
Tout++ = Fint+ v gesmna[ 1]




So, UODemo uses the GOST cipher, http://en.wikipedia.org/wiki/GOST_28147-89. For
implementations of the cipher try this google search:
http://www.google.com/search?q=gost+ gostofb&meta=.

I'm sure that 10 years ago it would have been more difficult to discover this. But, what
saddens me is that other people have already decrypted the demo and they never published
this interesting fact. Come on people! Share you knowledge. Don’t take it with you when
you die. Aargh! Calm Blue Ocean. Calm Blue Ocean.

With the information we have now, we can actually write a utility that will decrypt this
UODEMO.DAT file.

NOTE: the UoDemo only supports up to 3000 files (look at the disassembly yourself to verify
this)

An idea I have: remove the encryption code from the demo and have it operate on an
unencrypted version of UODEMO.DAT named UODEMO.BIN (for example).

That’s it for now, I got bored of writing. Back to code please.



